Section 2

Money laundering

2.1 Anti money laundering rules

This has been a key objective of many national and international communities and an international body has been formed - Financial Action Task Force on Money Laundering (FATF). This organisation has 28 members including the European Commission and all EU member states.

2.2 Proceeds of Crime Act 2002

This Act consolidated various Acts and Amendments and this now focuses on dealing with the laundering of the proceeds of all forms of crime.

2.3 Definitions

Money laundering is the process of filtering the proceeds of criminal activity through a series of accounts or other financial products in order to give legitimacy or to make its origins difficult to trace.

The European Union issued a Directive on money laundering and this defined money launder as undertaking the following that are committed intentionally:

•    the conversion or transfer of property, knowing that such property is derived from criminal activity or from an act of participation in such activity, for the purpose of concealing or disguising the illicit origin of the property or of assisting any person who is involved in the commission of such activity to evade the legal consequences of his action;

•    the concealment or disguise of the true nature, source, location, disposition, movement, rights with respect to, or ownership of property, knowing that such property is derived from criminal activity or from an act of participation in such activity;

•    the acquisition, possession or use of property, knowing, at the time of receipt, that such property was derived from criminal activity or from an act of participation in such activity;

•    participation in, association to commit, attempts to commit and aiding, abetting, facilitating and counselling the commission of any of the actions mentioned in the foregoing paragraphs.

Two important definitions are:

•    property: this means assets of every kind, tangible or intangible, movable or immovable, as well as legal documents giving title to such assets;

•    criminal activity: this means a crime as specified in the Vienna Convention (the United Nations Convention Against Illicit Traffic in Narcotic Drugs) and any other criminal activity designated as such by each member state.

Money laundering within the EU will be treated as EU money laundering rules even when the activities that generate the property to be laundered took place in a non EU country.

2.4 Money laundering offences

There are three principal money laundering offences:

•    concealing criminal property: criminal property is property, which a person knows, or suspects to be the proceeds of any criminal activity. It is a criminal offence to conceal, disguise, convert or transfer criminal property - clearly money laundering is included in those definitions;

•    arranging: this happens when a person becomes involved in a process which they know or suspect will enable someone else to acquire, retain, use or control criminal property (where that other person also knew or suspected that the property derived from criminal activity);

•    acquiring, using or possession: it is a criminal offence for a person to acquire, use or possess any property when that person knows or suspects that the property is the proceeds of criminal activity.

There are implications to the financial services industry in that persons working in the industry must ensure that they do not become involved. The rules require that all authorised firms:

•    establish accountabilities and procedures to prevent money laundering;
•    educate their staff about potential problems;
•    obtain satisfactory evidence of identity for individual transactions (or a series of linked transactions) over €15,000 - the sterling equivalent is set each year, and is around £10,000;
•    report suspicious circumstances;
•    refrain from alerting persons being investigated;
•    appoint a Money Laundering Reporting Officer. This post is a controlled function, and must be filled by a person of 'appropriate seniority';
•    give regular training to staff about what is expected of them under the money laundering rules, including the consequences for the firm, and for themselves, if they fail to comply;
•    take reasonable steps to ensure that their procedures are up to date and reflect any findings contained in periodic reports on money laundering matters issued by the government, or by the Financial Action Task Force;

•    requisition a report at least once in each calendar year from the Money Laundering Reporting Officer. This report must: assess the firm's compliance with the sourcebook; indicate how Financial Action Task Force findings have been used during the year; and provide information about reports of suspected money laundering incidents submitted by staff of the firm during the year;

•    take appropriate action to strengthen its procedures and controls to remedy any deficiencies identified by the report.

Contravention of any of the rules is a criminal offence. Concern to advisers is:
•    failure to disclose; and
•    tipping off.

2.4.1 Failure to disclose

All suspicions must be reported to the authorities, this means if the person has reasonable grounds for knowing or suspecting that someone is engaged in money laundering.

2.4.2 Tipping off

It is an offence to disclose to a person who is suspected of money laundering that an investigation is being, or may be, carried out.

The FSA will take into account the extent to which the firm has followed:

•    the Joint Money Laundering Steering Group's guidance notes for the
financial sector. These describe the steps that firms can and should take to verify the identity of their customers and to confirm the source of their customer's funds;
•    the publications of the Financial Action Task Force, which highlights any known developments in money laundering and any deficiencies in the money laundering rules of other jurisdictions;
•    the FSA's own guidance on 'financial exclusion'.

2.5 Client identification

One of the most important areas is the process of confirming the identity of customers and this is required:

•    when entering into a new business relationship (particularly when opening a new account, investment or policy);

•    in the case of all customers (not just new customers), when the value of a transaction exceeds €15,000, whether as a single transaction or as a series of linked transactions. For life assurance policies the limits are €1,000 for annual premiums and €2,500 for single premiums.

Evidence must be obtained in every case where there is a suspicion of money laundering.

Records must be maintained in the case of investigation and this will include:
•    evidence of identification must be retained until at least five years after the relationship with the customer has ended;
•    supporting evidence of transactions (in the form of originals or copies admissible in court proceedings) must be retained until at least five years after the transaction was executed.

If the client is introduced to the firm by a financial intermediary or other authorised firm, it is permissible to accept written assurance of the intermediary that they have obtained sufficient evidence of identity.

Acceptable forms of identity include:

• current passport;
• national identity card, with photograph;
• driving licence with photograph;
• entry on electoral roll;
• recent utility bill or council tax bill.

The FSA has guidance where people cannot reasonably be expected to produce detailed evidence of identity, to ensure that they are not denied access to appropriate financial services. Firms can accept:

•    letter or statement from a person in responsibility who knows the client eg solicitor, doctor or minister of religion.

2.6 Record keeping requirements

Refer back to section 2.5 in respect of client ID.

2.7 Reporting procedures

Each firm must have a Money Laundering Reporting Officer (MLRO) who is a person of appropriate authority.
Staff members must report to the MLRO if they know or suspect that a client is engaged in money laundering.

The MLRO will then determine whether to report this to the National Criminal Intelligence Service (NCIS).

At least one a year senior management must request a report from the MLRO
and this must:
•    assess the firm's compliance with the sourcebook; and
•    indicate how Financial Action Task Force findings have been used during the year; and
•    provide  information  about  reports  of suspected  money  laundering incidents submitted by staff of the firm during the year.

2.8 Training requirements

Firms are required to:
•    take appropriate measures to make employees aware of money laundering procedures and legislation;
•    provide  training   in  the   recognition  and   handling   of  money  laundering transactions.
Staff should be made aware of:
•    the law relating to money laundering;
•    the firm's procedures and their individual responsibilities;
•    the identity of the firm's Money Laundering Reporting Officer, and what his responsibilities are;
•    how any breach of money laundering rules can impact on the firm, and on themselves, ie the consequences of committing what may be a criminal act.
Training should be given on a regular basis.

2.9 Enforcement

FSA can discipline firms and individuals for breaches of money laundering rules and these penalties are severe.

Anyone convicted of concealing, arranging or acquiring could be:
• sentenced to up to 14 years imprisonment; or
• a unlimited fine; or
• both.

Failing to disclose or tipping off carries a prison sentence of up to five years or an unlimited fine or both.
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